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1	Decision/action requested
Approve the pCR to TR 33.776 [1]
2	References
[1]	3GPP TR 33.776: " Study of Automatic Certificate Management Environment (ACME) for the Service Based Architecture (SBA)"
[2]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF) ".
3	Rationale
This contribution proposes a solution for key issue #6.
As described in the key issue #6, ACME will use existing certification revocation status checking profiles that have been specified in TS 33.310 [2] such as CRL specified in clause 6.1a and OCSP specified in clause 6.1b. This KI is to study the ACME automated certificate revocation procedures, namely certificate revocation requests from the ACME client, as part of the management lifecycle in the 5GC SBA.
If the ACME client is co-located with the NF in 5G SBA, the ACME client shold not have the privilege to do the certificate revocation for other NFs. Because corruption of one NF may result in all NFs’ certificates being revoked. And if the NF is corrupted, it may never send certificate revocation request for itself. 
If the ACME client is separate with NF, and can revoke NF’s certifiates, the ACME client will act like a management center for the certificates of 5GC SBA or some domain of 5GC SBA.
Accordint to the above analysis, key issue #6 can only focus on the second scenario which brings restrictions to the deployment mechanism of ACME clients. For ACME client co-located with NF scenario, the revocation of the certificate for 5GC SBA should reuse existing certification revocation status checking profiles and the certificate revocation procedures could be left to implementation.
4	Detailed proposal
Approve the following assumptions for inclusion under clause 6.
*** Start of 1st Change ***
[bookmark: _Toc160197288]6.Y	Solution #Y: Reuse solution for certificate revocation
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc155635370][bookmark: _Toc160197289]6.Y.1	Introduction
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc56501634][bookmark: _Toc95076619][bookmark: _Toc106618438][bookmark: _Toc155635371][bookmark: _Toc160197290]This contribution addresses key issue #6, and in particular the senarion that ACME client is co-licated with NF.
When the ACME client is co-located with the NF in 5G SBA, the ACME client shold not have the privilege to do the certificate revocation for other NFs. Because corruption of one NF may result in all NFs’ certificates being revoked. And if the NF is corrupted, it may never send certificate revocation request for itself. 

6.Y.2	Solution details
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc56501636][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc155635372][bookmark: _Toc160197291]For ACME client co-located with NF scenario, the revocation of the certificate for 5GC SBA should reuse existing CRL or OCSP certification revocation status checking profiles which is defiend in clauses 6.1a and 6.1b of the TS 33.310 [3] and the certificate revocation procedures could be left to implementation:
[bookmark: _Toc532211205][bookmark: _Toc44943919][bookmark: _Toc145338588][bookmark: _Hlk162440377]6.Y.2a	CRL profile
-	Version 2 CRL according to RFC5280 [14].
-	Hash algorithm for use before signing CRL: SHA-256 shall be supported SHA-384 should be supported, MD5 MD2, and SHA-1 shall not be supported. 
NOTE:	Void.
-	Signature algorithm: RSAEncryption and ecdsa shall be supported. RSAEncryption is not recommended as it uses PKCS#1v1.5 padding.
-	Parameters: For ecdsa, secp256r1 shall be supported, secp384r1 should be supported.
-	ECDSA is recommended for newly created CRLs.
-	The security level of the public key used to sign the CRL shall be at least the same as the public keys used to sign the revoked certificates.
-	For RSA: The key length shall be at least 2048-bit. A key length of at least 4096-bit shall be supported. Key lengths of less than 2048-bit shall not be supported. PKCS#1v1.5 padding and key lengths less than 3072-bits should not be used in certificates that expire after 2030.
-	For ECDSA: Except curve25519, ed25519, and W-25519, elliptic curve groups of less than 256 bits shall not be supported. A key length of at least 384-bit shall be supported.  
NOTE 1:	In practice, certificates often have a long lifetime, for example about ten years. The use of RSA with PKCS#1v1.5 padding and key lengths less than 3072-bits is planned to be prohibited by several organisations no later than 2030.
CRL retrieval with LDAPv3 [5] shall be supported as the primary method. HTTP may be used for checking the revocation status of TLS and NE certificates.
[bookmark: _Toc145338589]6.Y.2b	OCSP profile
OCSP is protocol for obtaining the revocation status of an X.509 certificate. It can be used in addition to or instead of CRL. With OCSP stapling, a OSCP response is transported together with the certificate in the security protocol and can therefore be used also by offline nodes. The following requirements apply:
-	Version 1 OCSP according to RFC6960 [47].
-	Hash algorithm for use before signing OCSP response: SHA-256 and SHA-384 shall be supported, MD5 MD2, and SHA-1 shall not be supported. 
-	Signature algorithm: RSAEncryption and ecdsa shall be supported. RSAEncryption is not recommended as it uses PKCS#1v1.5 padding.
-	Parameters: For ecdsa, secp256r1 and secp384r1 shall be supported.
-	ECDSA is recommended for newly created OCSP servers.
-	The security level of the public key used to sign OCSP shall be at least the same as the public keys used to sign the certificates.
-	For RSA: The key length shall be at least 2048-bit. A key length of at least 4096-bit shall be supported. Key lengths of less than 2048-bit shall not be supported. PKCS#1v1.5 padding and key lengths less than 3072-bits should not be used in certificates that expire after 2030.
-	For ECDSA: Except curve25519, ed25519, and W-25519, elliptic curve groups of less than 256 bits shall not be supported. A key length of at least 384-bit shall be supported.  
NOTE 1:	In practice, certificates often have a long lifetime, for example about ten years. The use of RSA with PKCS#1v1.5 padding and key lengths less than 3072-bits is planned to be prohibited by several organisations no later than 2030.
OCSP over HTTP shall be supported as the primary transport mechanism.
6.Y.3	Evaluation
This solution addresses key issue #5 on "certificates revocation ". The solution relies on the CRL or OCSP protocol which is well-established standard protocols for certificate management. Therefore, this solution has minimal standard impact. Furthermore, most of the existing TLS implementations already include support for CRL or OCSP.
*** End of 1st Change ***

